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Overview
Agentic AI security, IGA, and application access governance — one

continuous identity platform. Architecture, governance surfaces, and

deployment models on two pages.
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OVERVIEW

One platform that reasons continuously
KeyForgeAI unifies Agentic AI security, IGA, and application access governance in one continuous identity

platform. Its reasoning engine evaluates every governance signal that matters — at every access event,

for every identity: employees, contractors, service accounts, secrets, bots, and AI agents. Every decision

is explainable, auditable, and traceable to a named policy. Deploy it standalone as your governance

platform, or as a reasoning layer on top of the IGA you already run.

GOVERNANCE SURFACES

Five surfaces, one engine

Surface What it governs

Access Governance Requests, approvals, reviews, certifications — reasoned against every contextual signal at
decision time.

Lifecycle Management Joiner, mover, leaver, contractor expiry, sponsored identity — governed continuously, not at
events.

Non-Human Identity Service accounts, API keys, secrets, machine identities — inventoried, owned,
lifecycle-managed.

Risk & SoD Fine-grained Segregation of Duties across applications, evaluated at request, approval, and
review.

Agentic Identity AI agents, MCP servers, bot lineage — inventoried, governed, scope-validated
continuously.

REASONING ENGINE

Three tiers, deployed on your terms

Tier Technology Audit posture

01 — Deterministic Rules, policies, metadata evaluation at every
decision point.

Fully deterministic; required for all
deployments.

02 — Statistical Classical ML: peer analysis, role mining, outlier
detection, right-sizing.

Explainable models; recommended for
most.

03 — Generative LLM-assisted policy authoring, NL requests,
conversational audit.

Opt-in, isolated; never in the decision
path by default.

ARCHITECTURE

Where it sits
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KeyForgeAI occupies the Reasoning Layer of the identity stack — above directories, vaults, and

applications (Layer 01) and governance platforms (Layer 02), below the experience surfaces where users

live (Layer 04). It consumes signals from your identity fabric, evaluates policy continuously, and returns

decisions, routings, and evidence to the systems your teams already use.

DEPLOYMENT & INTEGRATIONS

Runs with what you have
Deployment models: standalone governance platform, or reasoning overlay on an existing IGA. Platform

integrations: SailPoint, Saviynt, SAP IAG, Microsoft Entra ID Governance. Identity & access sources:

Okta, Entra ID, CyberArk, Active Directory, cloud IAM, application entitlement stores. Experience

surfaces: ServiceNow, Slack, and custom portals via API.

See the companion Integration Matrix datasheet for reasoning coverage by platform.

Explainable. Auditable. Policy-driven. Every decision in every tier traceable to a named policy —

audit-ready from day one.

NEXT STEP

See where your program stands
Take the five-minute Reasoning Maturity assessment at www.keyforge.ai/scorecard, or contact the team

at www.keyforge.ai/contact for a demo mapped to your environment.


